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Instructions for establishinga secure SSL connection
to YouTestMe PostgreSQL Database Server
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1 Introduction

PostgreSQL has native support for using SSL connections to encrypt client/server communications for
increased security.

2 PostgreSQL Remote Access via pgAdmin

To connect to the database server via SSL, install PostgreSQL client pgAdmin or any other client software
that suits you.
In this case, we’lluse the pgAdmin 4 tool as an example.

1. Runyour pgAdmin client and create a new server by accessing the Object menu as it is shown in the
picture below:

@ pgAdmin4 X +

O @ 127.0.0.1:61307 /browser/

mAdmin Filew Objectv Toolsv Helpv
Browser ncies  Dependents
Server Group.. :
= Servers
Refesh.

Delete/Drop
CREATE Script
Properties...

Mame SErvers
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2. Under the General tab, specify the server’s name and proceed to the Connection tab:

= Create - Server 4

General Connection SSL SSHTunnel  Advanced

Name youtestme

Server group = Servers v

Background
Foreground

Connect now?

Comments

3. Specify the connection parameters by entering the values for PostgreSQL hostname/address, port,
database name, role/user name, and password. The exact values will be sent to you via email.

r 1
= Create - Server 4

General | Connection | S5L  SSH Tunnel  Advanced

Host A

name/address
Paort 5432

Maintenance ytmdb
database

Username ytmuser
Password FRREREEE R EEEEEREE

Save ]
password?
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4. Continue to the SSLtaband select the value Require for the SSL mode option and click Save.

— Create - Server

General Connection SSL

SSL mode Require

Client
certificate

Client
certificate key

S5H Tunnel

x

Advanced

5. If the database connectionis successfully established, you canaccess your data via the pgAdmin

browser located on the left side.

B poAdming X +

C @ 127.0.0.1:51307/browser/

EAdmin Filew Objectv Toolsv Helpwv

Browser Properties
v = Servers (1) .
1
v §¥youtestme
v = Databases (2)
- ~ General
¥ = postgres
¥ [59 Casts
¥ %P Catalogs MName

¥ [T Event Triggers
> ) Extensions
> = Foreign Data Wrappers
b Languages
v %P schemas (4)
¥ & perfl102
¥ <& public
¥ test2
¥ &h Login/Group Roles

» Tablespaces

SQL  Statistics Dependencies Dependents

Servers
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3 ContactUs

Name Email Description
Sales Team sales@youtestme.com Address the sales team with all concerns regarding the
documentation or having trouble doing somethingin the
application.

Support Team | support@youtestme.com | Address the support team in case you come upon any
technical issues or bugs.
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